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B 2TOV TTPAYMATIKO KOOHO, Ta OEDOMEVA €ival KATAVENNMEVA O€ TTOANG HEPN
m Ag pmropoupue atrAd va oTeidoupe Ta 0EQ0UEVQ;
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B 2TOV TTPAYMATIKO KOOHO, Ta OEDOMEVA €ival KATAVENNMEVA O€ TTOANG HEPN
m Ag propoupue atrAd va oTeidoupe Ta 0EQOUEVQ;
m [NBavwcg va gival apkeTd KOOTOROPO
m [0 TapAadelyua, MIKPEG OUCKEUEG EXOUV TTEPIOPICUEVN UTTATAPIO 1 UTTOPEI TO OEDOUEVA TTOU
TTapayovTal va ival o€ KAipaka Twv TBs
m  AkOun Kal va AUvape 10 dIKTUOKO TTPOLBANUA, UTTOPOUUE VO OTEINOUUE OTI BEAOUE;
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B 2TOV TTPAYMATIKO KOOHO, Ta OEDOMEVA €ival KATAVEUNNMEVA O€ TTOANG HEPN

m Ag ptropoupue atrAd va oTeidoupe Ta 0EQOUEVQ;
m [lBavwg va gival apkeTd KOOTOROPO
m [0 TapAadelyua, MIKPEG OUCKEUEG EXOUV TTEPIOPICUEVN UTTATAPIO 1 UTTOPEI TO OEDOUEVA TTOU

TTapayovTal va gival o€ KAipaka Twv TBs
m  AkOun Kal va AUvape 10 DIKTUOKO TTPOLBANUA, UTTOPOUUE VO OTEINOUUE OTI BEAOUE;

B 2€ TTOAAEC TTEPITITWOEIG, Ta OEDOMEVA ival euaioOnTa
m [l.x., voookopueia, EIKOVEC avOpwTTWYV, POPOAOYIKG dedouEva,...
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m  Kal yiaTi KaBe €vag va unv ekTeAEl aAyopiBuoug unxavikns pabnaong yia Tov EauTo Tou;
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m  Kal yiaTi KaBe €vag va unv ekTeAEl aAyopiBuoug unxavikns pabnaong yia Tov auTo Tou;
m Eival apketa mOavo ta TotTika dedopEva va gival TTOAU Aiya
m [loAU eukoAo overfitting
m Eival apketa mOavo 1a To1TiKAG dedouéva va TTEPIAaPBAavouy “Olakpicelg”
m  Na pnv gival avTITTPOOWTTEUTIKA MIAC YEVIKAC KATAVOMNG .o




FL

m H texvikn Federated Learning cival pia “puBuion” katd tnv diadikacia TN Mnxavikic Mabnong otrou
TTOAAG p€pn ouvepyadlovTal yia TV EKTTAIOEUCT €VOG HOVTEAOU, XWPIC va ATTAITEITAI N ATTOOTOAN TWV

OEOOUEVWV TOUG
B 2KOTTOG €ival va dnuioupynBei Eva JovTéEAO YE akpifEla TTapOuOoIa JE QUT TOU HOVTEAOU TTOU Ba iXaue,

av Jaléwoupe OAa Ta dedouEVa O€ Eva OnUEio
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Ala@popéc ye Tnv Kataveunuevn Mnxavikn Maenon

m 21NV Katavepnuévn MM, ta dedopéva gival atroBnKeUPEVA KATTOU KEVTPIKA
m 2KOTTOG €ival va Yivel ypnyopoTePN eKTTaidcuon
m 2710 FL 1O dedopéva gival atro Tn guUon Toug KaTaveunuEva
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TuTTOoIl FL

Cross-device FL
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Cross-silo FL
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Alaxwpiopoc Asdouévwy FL

Features Labels Features Labels
e — —_— —
'
Party A '
Data " S
Samplosx ........................... Samples[ Tl : Data
Party B 1
Data 1
'
(a) Horizontal Federated Learning, (b) Vertical Federated Learning,
Features Labels
.................. —_— >
: Party A . Data
i Data ‘
Samplosy i A e e
Party B
Data

(¢) Hybrid Federated Learning,
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Alaxwpiopoc Asdouévwy FL

Features
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(c) Hybrid Federated Learning,
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AIKTOwon FL

Synchronous FL @
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E@appoyec FL

Typing with next
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m Google

m Gboard
m next word prediction, emoji prediction, new word prediction
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E@appoyec FL

m Apple
m Siri

’ Subscribe

=Q

MIT Technology Review | sionin
Artificial intelligence / Machine learning

How Apple personalizes Siri without
hoovering up your data

The tech giant is using privacy-preserving machine learning to
improve its voice assistant while keeping your data on your phone.

by Karen Hao December 11,2019
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E@appoyec FL

Using Federated Learning to Improve Brave’s
On-Device Recommendations While

Protecting Your Privacy

PUBLISHED JUN 8, 2021

m Brave
m News recommendation
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E@appoyec FL

Tencent's WeBank applying “federated
learning” in ALl

China'’s first mobile bank, Tencent's WeBank, is partnering with a H.K. startup to access decentralized sources of data.

m WeBank
m News recommendation
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Epappoyec FL

= NVIDIA

Federated Learning powered by NVIDIA
Clara

Dec 01,2019 ) +3 Like ~ Discuss (0)
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AAyOpI1Buoc FL

m Eotw K oupperéxovreg

m KABe CUPUETEXWV EXEI Eva TOTTIKO OET OEQOUEVWIV
MEyEBouC nk

B Otwpoupe OTI av eVWOooUNE OAa Ta OET OEQONEVWY,
Ba £xoupe AGBel Eva eviaio oeT 0EQOUEVWV

B 2KOTTOG €ival va eKTTAIOEUCOUE £va HOVTEAO XWPIig
Va TTAPOUUE Ta eVOIAPECO DEOOPEVA KAl TAUTOXPOVA
Va TTETUXOUUE aKpiEla TTapOuoIa UE TO HOVTEAO TTOU
Ba exTTaIdEUOE Qv gixaue TTPOCRACN o€ OAa Ta
dedopEva.

Algorithm 1 FederatedAveraging. The K clients are
indexed by k: B is the local minibatch size, E' is the number
of local epochs, and 7 is the learning rate.

Server executes:
initialize woq
foreachroundt =1,2,... do
m + max(C - K, 1)
S; + (random set of m clients)
for each client £ € S; in parallel do
wy, ; + ClientUpdate (k, w;)

K ng,.k
ppd =Yy n Pty

ClientUpdate(k, w): // Run on client k
B + (split P;. into batches of size B)
for each local epoch 7 from 1 to E do

for batch b € B do
w +— w —nVEe(w;b)
return w to server

22



2.UYKAION

Loss Value
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Communication Rounds
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data device
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updated
data device model

Privacy principle
Focused collection
Devices report only what is
needed for this computation
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[MpoBAnuara oto FL: NON-I.I.D Data

Non-IID dataset

[ID dataset
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[MpoBAnuara oto FL: NON-I.I1.D Data

m [lou ytropei va uttapouv non-iid data?
m [lavrou
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[MpoBAnuara oto FL: NON-I.I.D Data

m [lou ytropei va uttapouv non-iid data?
m  Karavoun €100d0ou
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[MpoBAnuara oto FL: NON-I.I1.D Data

m [lou ytropei va uttapouv non-iid data?
m  Karavour €6dou

bird deer

frog  ship

Client 1

Client 2

B =

33



[MpoBAnuara oto FL: NON-I.I1.D Data

m [lou ytropei va uttapouv non-iid data?

m  XpovikoTnTa it ecacded et

Client

2 recorded price

— Actual value
= Rolling mean

— Actual value

= Rolling mean
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[MpoBAnuara oto FL: NON-I.I1.D Data

m [lou ytropei va uttapouv non-iid data?
m  ApIBuéc delyudTwyv
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[MpoBAnuara oto FL: NON-I.I1.D Data

IID Data Non-IID Data
- Fashion-MNIST
wf 80 4
A 70 4
* 60 1
W —_—
Fo1
= folf
w; "l
20 A ;
‘ Local Model [ Local Optima — Client Update ,o |
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. Global Model A Global Optima =% Server Update Communication Round
(a) (b)
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[MpoBAnuara oto FL: NON-I.I.D Data - Auoceig

m  AlQUOIPAOUOS (KATTOIWY) OEQOUEVWV
m  Kararrareital wotdéoo yia atro TIC BACIKEG apxXEC Tou FL

m  AAyopiBuIkEC uEBodoI BeATIOTOTTOINONG
m  Xpnon GA\wv aggregation cuvapTRoewy
m Totmko fine-tuning
m  Xpnron “oTpwpdtwy” personalization

m 2UuoTepIKEGC MEBodoOI
m  Opadotroinon xpnotwv kail ekTéAeon FL o€ kaBe ouada

0.750 1
0.725 1
0.700 1

0.675 1

;iéi%{'

Personalized

decision making Exchanging
\\ models
>, T — -—— -
5 1

______

model

Federated Learning Server

BT =R

Client clustering Model aggregation
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[MpoBAnuaTa oto FL: AikTuwon

m MeyaAa povréha = 1ToAAG MB/GB
OeOONEVWV

m [loAAEG ouokeuég (KivnTd, loT) €xouv
XapNAR Taxutnta ouvoeong

B 2Up@popnon JIKTUOU OTAV CUUMETEXOUV
TToAAOI clients

m KabBuoTépnon otnv atmrooToAry/Ajyn
EVNUEPWOEWV

m  AIQQOPETIKEG TAXUTNTEG OUVOEONG avA
client

m MeyaAn xpnon dedopéEvwy =
KatavaAwan Jrrarapiag

Test Accuracy (%)

40

CIFARI10
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—— T-FedAvg

1

50

100

Rounds
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50 -

40 -

0
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s CMFL
—— T-FedAvg
5000
Bits upload (Mb)

38




[MpoBAnuara oto FL: Aiktuwon - AUCEIC

m Quantization

before pruning after pruning

pruning

-—>
. synapses
m Pruning
pruning
neurons
Gradients
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Worker 0
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m Top-k gradients averaging
Worker 2 ‘
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Legend
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Calculated; not selected

Gradients
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[MpoBARuaTa oto FL: IdiwTIKOTNTA

m Qpaia, ye To Federated Learning kpatdaue ta dedopéva TOTTIKA. Apa €iHaOTE EVTALEI OE OXEON UE TNV
ATTO0TOAN OEOOUEVWYV KAl TRV CUUHOPPWAN HME KAVOVIOUOUG TTPOCTACIAG;
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[MpoBARuaTa oto FL: IdiwTIKOTNTA

m Qpaia, ye To Federated Learning kpatape Ta dedouéva TOTTIKA. Apa €iNAOTE EVTALEI OE OXEON ME TNV
aTTO0TOAN OEQOUEVWYV KAl TRV CUMHOPPWON ME KAVOVIOUOUG TTPOCTACIAG;
m Ox
m  Nai pev dedopéva dev aTéAvovTal
m  AANAG, otéAvovtal gradients, weight updates

41



[MpoBARuaTa oto FL: Id1wTIKOTNTA

m Ma mTwg yivetal va diappeUloouv deOOUEVA ATTO TA HOVTEAQ;
m EmB¢oeic Tuttou Gradient Leakage

aftack iter 0 iter5 iter 10 iter 15 iter 20 iter 25 iter 30 iter 35 iter 40 private data
itcration 0 7
MNIST & ] | . :
CIFAR_lO l“ g | ﬂ ﬁ m ﬁ u m
' hea b b ba i
i
CIFAR-100 GEERERETE
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[MpoBARuaTa oto FL: Id1wTIKOTNTA

m Ma TTwg yivetal va diappeUloouv deO0UEVA ATTO TA HOVTEAQ;
m EmOB<oeig TuTou Membership Inference

(Q) Y
J Y,
A’?‘?& 5‘67. - Attacker tools Non-member
A NAY /'\
A%
Attacker passes Target model Attacker determines X belonged to
a data sample x queried the membership of x training dataset ?

t t t t
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[MpoBAnuara oto FL: IdiwTikoTNTO - AUCEIC

m KpuTtrtoypa@ia
m Secure MultiParty Computation, (Fully) Homomorphic Encryption

m Differential Privacy
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[MpoPAnuaTa oto FL: IdiwTikoTnTa - SMPC

Participants Secret Sharing
AnTpe.

Computing Parties

Final Results

‘ ' = Secret -
- w — SECRE (Intermediate) -
ﬂ - Results —=

SECRET




[MpoBAnuara oto FL: IdiwTikoTNTa - HOmomorphic Encryption

------------------ | » Single Client .

 Aggregator : Gradients @ HE Public Key

M ]

| : S Aggregated :
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[MpoBAnpara oto FL: IdiwTtikoTnTa - Differential Privacy

Noise =2
5.Update Local Model 4 Central Differential Privacy

§ o i K

P — o000
i ———— »{ =~ 000
Noise = 4 3. tion [— o0o00]

1.Local Training Aggrega

X/~ & /\/\/\ Central Server
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(\ 3 =

N
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Client 2.Local Differential Privacy



[MpoBAnpara oto FL: IdiwTtikoTnTa - Differential Privacy

3. Update the model
parameters based on
the gradient

Current Model

Gradient

| Average No _—
Per-example Clipped

gradients gradients
Gradient Computation

1.Sample a 2. Compute gradient of the loss for the minibatch
minibatch of

training data For differential privacy, clip per-example gradients and add noise

(additional steps highlighted in blue)

Sensitive
Training Data
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[MpoBAnpara oto FL: IdiwTtikoTnTa - Differential Privacy

~J
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| oo« CDP-FL
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' | -3¢~ AWDP-FL
20 40 60 80

Communication rounds
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Federated Learning - 2uvouyn

m Ta dedopéva PEVOUV TOTTIKA, EVW £va JOVTEAO €ival dnudoIo
m H extmaideuon ouuPaivel oTIC CUOKEUEC Kal OXI O€ Evav

server
m  H1diwTtikoTNTa €ival eTTaugnuévn, aAAG OxI eyyunueévn

m  ATmraiTouvTal TEXVIKEG OTTWG Secure aggregation kai
differential privacy
m H emkoivwvia gival Eva aTtrd 10 ONUAVTIKOTEPA KWAUUATO
m  AmrairouvTtal atrodOoTIKOi AAyOpIOuOol HETAPOPAS

m Ta OedouEVA €ival ATTOKEVTPWHEVA KAl ETEPOYEVN

m non-lID data

m  YT1dpyxouv trade-off Travrou
1D1WTIKOTNTA - ATTOdOTIKOTNTA - AKpiBEla - EvEpyeia

[
m To FL aAA@del TNV punxavikn yaenon

m AT16 data-centric o model-centric

Be .

%/ -y

Data and system

/’/Federated Learning ,})/‘@\

Challenges

Communication

@ Overhead

|

.
' Heterogeneity of 8
O
Yy

{
v

50



BiBAloypagia

m  McMahan, B., Moore, E., Ramage, D., Hampson, S., & y Arcas, B. A. (2017, April). Communication-efficient learning of deep networks
from decentralized data. In Artificial intelligence and statistics (pp. 1273-1282). Pmr.

m Lu,Z., Pan,H, DaiY., Si, X.,, & Zhang, Y. (2024). Federated learning with non-iid data: A survey. IEEE Internet of Things Journal, 11(11),
19188-192009.

m Kairouz, P., & McMahan, H. B. (2021). Advances and open problems in federated learning. Foundations and trends in machine learning,
14(1-2), 1-210.

m Bonawitz, K., lvanov, V., Kreuter, B., Marcedone, A., McMahan, H. B., Patel, S., ... & Seth, K. (2016). Practical secure aggregation for
federated learning on user-held data. arXiv preprint arXiv:1611.04482.

m El Ouadrhiri, A., & Abdelhadi, A. (2022). Differential privacy for deep and federated learning: A survey. IEEE access, 10, 22359-22380.

m Zhang, C,, Li, S., Xia, J., Wang, W., Yan, F., & Liu, Y. (2020). {BatchCrypt}: Efficient homomorphic encryption for {Cross-Silo} federated
learning. In 2020 USENIX annual technical conference (USENIX ATC 20) (pp. 493-5006).

m  Khan, N., Nisar, S., Khan, M. A., Rehman, Y. A. U., Noor, F., & Barb, G. (2025). Optimizing federated learning with aggregation strategies:
A comprehensive survey. IEEE Open Journal of the Computer Society.

m Perifanis, V., Pavlidis, N., Nikolaidou, F., Kampouri, D., & Efraimidis, P. S. (2025, June). Bridging the Gap: Challenges and Limitations of
Federated Learning in Real-World Applications. In 2025 10th International Conference on Smart and Sustainable Technologies (SpliTech)
(pp- 1-6). IEEE.

m Perifanis, V., Pavlidis, N., Koutsiamanis, R. A., & Efraimidis, P. S. (2023). Federated learning for 5G base station traffic forecasting.
Computer Networks, 235, 109950.

51



